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‘16/50/P

Request for Proposal for Primary Data Center Co-Location and Managed Services

Date of Advertisement: June 17, 2016 

Due Date and Time: July 22, 2016, 2:00 PM Mountain Time 

City of Santa Fe Purchasing Office 
Attn: Robert Rodarte 
Building “H” 
2651 Siringo Road 
Santa Fe, New Mexico, 87505 

#1 - Correction to Requirement MS9 ON Page 25
Corrected:
“Ability to replicate our backup data to your site. CoSF is open to alternative backup solutions to accomplish the above.”

#2 - Clarification to Page 14:
The City of Santa Fe will require 1 year contracts renewable up to the 4th year then a new RFP must be issued with a new contract for the 5th year and so on.
#3	Preproposal  Sign In Sheet Attached
#4 – Sections 1-6 in their native MS Word format below
1.0 Facility Requirements

The City Of Santa Fe seeks a data center facility that meets the following requirements. The requirements set forth below are intended to serve as a baseline reference only. Offerors shall submit detailed descriptions of their data center facility in section C of this RFP.
City Of Santa Fe Requirements Matrix (Attachment C)
	
	INSTRUCTIONS:
	
	
	

	
	Complete the worksheet by indicating one of the following responses in the RESPONSE column. The response shall indicate the current state of a particular product or service. More than one response to a single requirement will be treated as a non-response.
	 
	
	

	
	RESPONSE KEY:
	 
	
	

	 
	 F - Requirement is fully supported. M - Requirement can be fully supported with minor modifications, T - Requirement can be fully supported with a third party solution, F1 - Requirements can be fully supported by July 1 2017, N - Requirement is not supported and will not be supported by July 1, 2017
	Criticality
	Response
	Comment

	Data Center Requirements

	Staffing Requirements: The proposed facility shall meet minimum staffing requirements in a 24 hour 7 days a week Data Center operation which includes facility, IT, and security personnel. Staff must meet the following criteria:

	F1
	Adequate personnel needed to meet the workload requirements for specific maintenance activities and shift presence.
	Critical
	 
	 

	F2
	The licenses, experience, and technical training required to properly maintain and operate the installed infrastructure (Please Include Resumes of Responsible Personnel).   
	Critical
	 
	 

	F3
	The reporting chain for escalating issues or concerns, with roles and responsibilities defined for each group.
	Critical
	 
	 

	Power Requirements

	F4
	N+1 fault tolerant providing at least 72 hour power outage protection
	Critical
	 
	 

	F6
	All IT equipment must be dual-powered and fully compatible with the topology of a site's architecture
	Critical
	 
	 

	F8
	Concurrently maintainable site infrastructure with expected availability of 99.982%
	Critical
	 
	 

	Cooling Requirements - The facility computer room  must meet the cooling needs of the computing equipment:

	F10
	Low-end temperature 64.4°F (18°C)
	Critical
	 
	 

	F11
	High-end temperature 80.6°F (27°C)
	Critical
	 
	 

	F12
	Low end moisture at 40% relative humidity
	Critical
	 
	 

	F13
	Low end moisture at 41.9°F (5.5°C) dew point
	Critical
	 
	 

	F14
	High-end moisture at 60% relative humidity
	Critical
	 
	 

	F15
	High-end moisture at 59°F (15°C) dew point
	Critical
	 
	 

	Physical Security Requirements: The Data Center must meet basic Data Center security standards including:

	F16
	Ability to limit or restrict physical access to the data center.
	Critical
	 
	 

	F17
	24/7 In-house security staff.
	Critical
	 
	 

	F18
	Layered security zones.
	Critical
	 
	 

	F19
	Camera and security systems monitor the 360-degree data center picture
	Critical
	 
	 

	Redundant Networks:  The facility shall have two or more distinct network paths for data to travel to and from an upstream network, including:

	F20
	2 or more distinct network paths to the City Disaster Recover Data Center.
	Critical
	 
	 

	F21
	2 or more distinct network paths to the City of Santa Fe Wide Area Network. 
	Critical
	 
	 

	Fire Suppression:  

	F22
	The facility should have modern fire suppression systems which can be either halocarbons or inert gases system with effect alarm systems that will prevent electronic equipment from being destroyed by fire and water damage.
	Critical
	 
	 

	Physical Infrastructure Requirements: Proposed Data Center shall have certain physical capabilities built into the facility infrastructure including:

	F23
	In-house elevators, ramps, doors, and other passageways to accommodate large equipment
	Critical
	 
	 

	F24
	Stand-by generator physically isolated and secured with a run time capacity of at least 72 hours.
	Critical
	 
	 

	F25
	UPS (batteries) located in a separate, secured, and ventilated area
	Critical
	 
	 

	F26
	Computer room is air-tight if a gaseous fire suppression agent is to be used
	Critical
	 
	 

	F27
	No external windows in computer room
	Critical
	 
	 

	F28
	Raised floor does not require ramps for access
	Critical
	 
	 

	F29
	Water lines under computer room floor only used for cooling equipment
	Critical
	 
	 

	F30
	Equipment staging areas secure, conditioned and physically separated from computer room
	Critical
	 
	 

	F31
	Power metering and monitoring solutions
	Critical
	 
	 

	F32
	Facility has isolated equipment grounding in place
	Critical
	 
	 

	F33
	A secure, building code compliant fuel storage area for generators
	Critical
	 
	 

	F34
	External cooling equipment (chillers, pumps, towers) able to be secured and made accessible only by authorized personnel
	Critical
	 
	 

	F35
	Parking area physically separated from the building by barriers
	Critical
	 
	 

	F41
	Loading dock and staging area secure and segregated from sensitive areas
	Critical
	 
	 

	F42
	Secure utility service entries
	Critical
	 
	 

	F43
	Adjacent space for expansion – as much as one full Cabinet/Rack immediately next to proposed rack space
	Desired
	 
	 

	F45
	The right of first refusal on space adjacent to their allocated location for expansion in the future.
	Desired
	 
	 

	Reporting and Monitoring

	F44
	A web based portal for The City of Santa Fe to use for monitoring the status of the facility, SLA reporting, and billing.
	Desired
	 
	 

	
	
	Desired
	 
	 




3.0 Optional Managed Services
	
Future managed services under consideration:

•	Disaster recovery and data replication services
•	Automated device configuration management
•	Automated device patch and update management
•	Cisco VOIP system management.

For each of the services listed below, provide the following information:

A Do you provide this service for existing customers?
B Describe what is covered or not covered.

	Ref
	
Description
	
Offeror Response Question A

	
Offeror Response Question B


	MS1
	Managed virtual server environment: Remote monitoring of the OS, connectivity, troubleshooting and resolving hardware issues, s/w updates, patch management, configuration, capacity planning, monitoring & performance tuning services.
	
	

	MS2
	Application monitoring:  Application monitoring outside of the standard server monitoring (e.g., windows services, web services, web sites, etc.).

	
	

	MS3
	Managed routers and switches:  Remote network monitoring, management, configuration changes, troubleshooting, & replacing any failures on the routers or switches.
	
	

	MS4
	Managed backups & restore services: Daily, weekly and monthly backups.  Verify the successful disk to disk and disk to tape backups and providing status notifications to customer. Providing data and file restore services.
	
	

	MS5
	Internet Service Provider:  ISP services for all inbound and outbound traffic.  Includes monitoring of traffic and bandwidth utilization. Ability to provide “burstable bandwidth” to ensure the necessary level of response time during peak periods.
	
	

	MS6
	Managed security and firewall:  Firewall security for all external traffic, intrusion detection, and virus protection, denial of service attacks, unauthorized access and security threat analysis.
	
	

	MS7
	Workload analysis and capacity planning:  Ability to proactively provide these services.
	
	

	MS8
	Architecture planning: Ability to provide architecture planning including options for co-location and / or leased equipment as components of our environment come up for replacement.
	
	

	MS9
	Ability to replicate our backup data to your site. CoSF is open to alternative backup solutions to accomplish the above.
	
	












4.0 Managed Services Alert Processes

	Ref
	
Description
	
Offeror Response 



	MA1
	Describe your escalation procedures for critical issues and how CoSF is kept informed throughout the process?
	

	MA2
	Describe the notification process and service level expectations outside of normal business hours?
	




5.0 Service Level Agreements

Describe the service level agreement option(s) for the services requested:

	Ref
	
Description
	
Offeror Response 


	
	
Service Level Agreements

	SA1
	How do you provide communication on Service standards and results? Monthly (or weekly as requested by client) types or reports on SLAs incidents, problems?
	

	SA2
	
What service level guarantees are offered? Problem severity / types and definitions of severities.
	

	SA3
	
Describe the response time standards for the various types of incidents reported?
	

	SA4
	
What is your process when SLAs are not met? Is there compensation for Failure to Meet Service Level Guarantees?
	




6.0 Monitoring and Professional Services

Provide information on the monitoring and other professional services:

	Ref
	
Description
	
Offeror Response 


	
	
Monitoring and Professional Services

	PS1
	Describe how you provide for Monday – Saturday 7:00 AM – 8:00 PM Mountain Time monitoring of our environment (e.g., do you have staff monitoring customer environments around the clock, do you rely on alerts after hours, etc.)?
	

	PS2
	
What types of management or monitoring reports are available for customers?
	

	PS3
	
Describe your change management process, including methods for backing out changes that do not function as planned?
	

	PS4
	
Do your core competencies include disaster recovery?
	

	PS5
	Explain the on-boarding process for new customers and how you go about learning the customer’s environment?
	

	PS6
	Explain the level of documentation (process + architecture and how you keep these documents up to date) on the customer’s architecture environment and how this is kept up-to-date?
	

	PS7
	Is there a monthly review with the customer to discuss issues, status and proactive recommendations as well as 3 month planning and 6 month planning and adjustments? Is this included as part of your service offering?
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